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Cupoma AnekcaHdp AHamornbesuy

Kagbedpa mexHonoauti obpabomku u 3auwumsi UHhopmauuu

CupoTta AA.

12.07.2022r.

PABOYASA MPOrPAMMA YYEBEHON OUCLUMNNUHbBI
B1.B.08 UHpopmaumoHHan 6e3onacHOCTb

1. Kog u HaumeHoBaHMe HanpaBneHUs NoAroToBku/cneunanbHOCTMU:

02.03.01 MaTemaTuKa 1 KOMMbIOTEPHbLIE HAYKW

2. Mpodunb noaroToBku/cneymanmsauma:

KBaHTOBaga Teopua nHgopmauumn, PacnpeaneneHHble CUCTEMbI U UICKYCCTBEHHbIN MHTENNEKT
3. KBanudukaumsa BbinycKHUKA:

bakanaspuart

4. dopma oby4eHUA:

OuyHag

5. Kachegpa, oTBevalowan 3a peanmsaymio QUCLUNNUHDbI:

Kadenpa texHonornn o6paboTkm n 3awmTbl MHpopMaLumnm

6. CoctaBMTENN NporpamMmbi:

Hecteposckuit Oner Aropesuy, K.T.H.

7. PekomeHpaoBaHa:

Mpotokon HMC ®KH Ne5 ot 25.04.22

8. YuebBHbIN roa: 2025-2026 CemecTp(bl)/TpumecTp(bl): 8



9. Uenu n 3apgaum y4e6HON AUCLMNIIUHDI

Llensimu oceoeHusi y4ebHOU OucyurniuHbl S8715IK0MCS:

U3yyeHUe meopemu4ecKkux 0CHO8 UHghopmMauuoHHoU 6e3onacHocmu, 3auumel
UHGbopMayuu om HecaHKUUOHUpo8aHHO20 docmyna, obecriedeHus1 KOHgbudeHyuanbHocmu
obmeHa uHgopmauvueli 8 UHGhOPMaUUOHHO-8bIYUCIUMESbHbIX cuCmeMax, 80rpPocos8 3aujumal
UCXO0O0HbIX U balim ko008 rpozgpamMm; osriadeHue rnpakmu4yecKuMU HasblkaMu rpUMeHeHUs
Memodo8 Kpurnmoepaghuu, cmezaHogpaghuu, rnosiy4eHue rnpogheccuoHaslbHbIX KOMIemeHuul
obracmu coepeMeHHbIX MmexHOo02ul 3awumael UHghopMayuu.

3adayu y4ebHoU OucyunuHbI:
0byyeHue cmy0eHmo8 meopemu4eCcKUM U rpakmu4yeckum acriekmam obecreqyeHusi
UHgopmauuoHHoU 6e3ornacHocmu;
obyyeHue cmydeHmoes 6a308bIM rMPUHYUNam 3auumel KOHuUOeHyuanbHou
uHgopmauuu, memodam udeHmudgbukayuu, aymeHmuchukayuu ronb3oeameneul
UHGbOpMaUUOHHOU cucmeMbl, MPUHUUNam opeaHu3ayuu CKpbIMbIX KaHanos nepedayu
UHGopMauuu, npuHyunam 3awumsl a8mopcKux rnpae Ha 06bekmsbl yugposol
UHmennekmyarnbHol cobcmeeHHoCMu;
osriadeHue rnpakmu4yecKkUMU HasblKamMu MPUMEHEHUST meopemuyecKux 3HaHul Ons
wughposaHuUsi KOHUOeHyuanbHoU UHGhopMayuu, cmeaaHo2paghudecKko20o CKpbImusi
UHGopMauuu, KOHMPOIIS 3a UesI0CMHOCMbI UHGhopMayuu, peweHusi 3aday
udeHmMuukayuu u aymeHmugpukayuu.

10. MecTo yyeb6HOM AncuUNuHbI B cTpykType OOI:

Bxogut B 65110k ancumnnuHel no selbopy 61.B.

BxogHble 3HaHMa B obnactm yctponctBa 3BM UM onepaumoOHHbIX CUCTEM,
npuHUMNax nx paboTbl, CETEBLIX TEXHOMNOMMN, MHOOPMATUKK.

11. MNMnaHupyemble pe3ynbTaTbl OOy4YeHUs MO AucuUMNNMHe/MoAaynio (3HaHUA, YMEHUS,
HaBbIKW), COOTHECEHHbIE C NiaHUpyeMbiMU pe3yrbTaTamMuM OCBOEHUs oGpa3oBaTefibHOM
nporpamMmbl (KOMNETEHUUAMU) U MHAUKATOPaMM UX AOCTUXKEHUA:

Kop HassaHue Koa(bl) WugukaTop(bl) lMnaHnpyemble pesynbTaTtbl 0Oy4eHus
KOMNeTeHUnn
MK-3 | CnocobeH MK-3.1 | 3HaeT A3blkK 1 YmeThb:
BbIMOSHATb MeToAabl paspabatbiBaTe U MPUMEHSTb Ha NpPaKTUKe
paboThbl no NporpaMMmMpOBaHUS, | CreLmanmM3MpoBaHHble MporpamMmMHble CpeacTsa
CO34aHuNI0 WHCTPYMEHTbI U B WHTepecax obecneyeHns 6GesonacHoCTU U
(mogudpmkaummn) un MeTOANKN LEeNOCTHOCTM AaHHbIX.
COMpPOBOXOEHUIO TECTUpPOBaHUS
NHOPMAaLIMOHHBIX pa3pabaTtbiBaeMbix
cuctem nC
MK-3.2 3HaeT ycTponcTBo U | 3HaThb:
YHKLMOHMPOBaHNE | MeTOoabI " cpeacTea 3amnThI
coBpeMeHHbIX NC, KOHUOEHUManNbHOCTN  UHGOpMaUuK, MeToabl
NPOTOKOIbI, KOHTPOMNS  LENOCTHOCTUM U ayTeHTudmkaumm
NHTEpPdENCHI U OaHHbIX, MPUHUMNbI  OpraHM3aumMmM  CKpbITbIX
dopmaTbl 0OMeHa KaHaroB nepegavv MHopmauum.
OaHHbIMU
MK-3.3 ObecneunBaeT Bnapetb:
pa3paboTky u NpakTU4EeCKUMM HaBbIKaMK NPUMEHEHNSI
TectupoBaHue NC cneumanm3MpoBaHHbIX MPOrPaMMHbIX CPeacTs,
Ha 6ase TMNoBOW npeaHasHa4YeHHbIX ans obecneyeHus
NC B cooTBeTcTBUM | BE30MACHOCTU U LIENOCTHOCTU AaHHbIX. BnageTtb
c TpeboBaHnsMHU npakTU4eckMMM  HaBblkaMu  pas3paboTkm U
NPUMEHEHMS B npodeccnoHarnbHON
JeaTenbHoOCTH KpunTtorpaduyeckmnx "
cTeraHorpadu4eckmnx anropuTmMoB.
MK-4 | CnocobeH MK-4.3 Onpegenset 3HaTb:
NpoBOAUTL aHanms nepBoHavarbHble OCHOBHble TEOpeTU4eckne WU npakTU4eckme




TpeboBaHui K TpeboBaHus acnekTbl obecneyeHus NHOPMaLIMOHHON
nporpaMmMHoOMYy 3akas4mka k IC n 6e30nacHOCTN,  OCHOBHble  TpeboBaHus K
obecneyeHnto, BO3MOXXHOCTU UX obecneyeHno MHoOpMaLMOHHON Ge3onacHoOCTy,
BbIMOSHATb peanusauum B B TOM YMChe 3alluTe rocyqapCTBEHHON TalHbI.
paboThl no TMnoson NC

NPOEKTMPOBAHNIO

nporpaMmmHoro

obecneyeHns

12. O6bemM gUucuUNNUHbI B 3a4eTHbIX eanHuuax/yac. — 5/180.

Popma NPOMEXYTOYHON aTTeCcTaLUm JK3aMeH.

13. TpypoemkocTb No Buaam yuyebHon paboTbl

TpyaoemMKoCcTb
Bug yyebHor paboTbl Bcero Mo cemecTpam
Ne cemecTpa 8 Ne cemecTpa
AyaNTOPHbIE 3aHATUS 72 72
nekuum 48 48
B TOM 4mcne: npakTuyeckme
nabopartopHble 24 24
CamocTosTenbHas paboTa 72 72
B TOM YMncne: KypcoBas pabora (npoekT)
dopma NPoMEXYTOHHOM aTTecTaumnn 36 36
(9x3ameH — 6 yac.)
UToro: 180 180

13.1. CopepxaHue QUCLUMNIUHDI

Peannsauus
pasgena
Ne n/n Haumerosakue pasnena CopepxaHve pasgena aMcunnimHbl ANCLMNINHDI C
ANCUUNNNHBI NMOMOLLIbIO
OHnamnH-Kypca,
QYMK*
1. NNekuun

11 OcHoBbI rocygapCTBEHHON [MoHATMe HaumoHanbHOM 6e3onacHoOCTy. CospgaH
MHdOPMaLIMOHHON MHdopmaumoHHas 6e3onacHoCcTb B CUCTEME 3MEKTPOHHbIN
NONUTUKMN 1 HaumoHanbHow 6e3onacHocTu Poccuiickon Kypc,
MHdOPMaLIMOHHON denepauymm. pasmeLLeHbl
©esonacHocTn Poccuiickon | FocygapcTBeHHas MHpopMaunoHHasa nonuTmka. MaTepwuansl K
denepaumm MudopmauuoHHble pecypcbl. [Npobnemsi nekuuu.

MHOPMALIMOHHON BOMHBI.
Mpobnembl MHOPMaLNOHHOM 6e3onacHOCTM B chepe
rocyaapCTBEHHOIO M MyHULMNANBHOIO ynpasfeHus.

1.2 NHdopmaumnoHHas CoBpemeHHas nocraHoBKa 3aga4n 3awmTbl | Co3gaH
©e3onacHocTb MHOopMaLUu. AMEKTPOHHbIN
aBTOMaTU3NPOBAHHbIX OpraHu3aumoHHO-NpaBoBoe obecneyeHue, | Kypc,
cuctem UHdopmaunoHHon BesonacHocTu. MHdopMauunoHHble | pasMeLleHbl

cucTemsl. Yrposbl nHopmaLmu. mMarepwuarnsl K
MeToabl 1 MOAENW OLIEHKU YA3BUMOCTN MHOPMaLNA. | NEeKLmMK.
1.3 MeToabl U MOOENU OLIEHKU AMNMpUYECcKNin NoaxXoa K OLLEHKe CospaH
YS1I3BUMOCTM MHpopmMaLum ys3BUMOCTM  uHGopmaumu. Cuctema C  MOMHbIM | SMNEKTPOHHbIN
nepekpbiTneM. [lpakTudeckasn peanusaumss Mofenu | Kypc,
«yrposa - 3awuTa. pasMeLLeHbl
MaTepwuansl K
NeKkunn.

14 PekomeHgaumm no PekomeHaaumm no Mcnonb30BaHUIO MOAENEN OLEHKN CospaH
MCNONb30BaHMIO Moaenen YS3BMMOCTU MH(OpMaLmm 3MEKTPOHHbIN
OLIEHKM Kypc,
YSAA3BMMOCTHM MHYOpMaL K pasMeLLeHbl

MaTepwuanbl K
NeKunn.
15 MeToabl onpegenenuns MeTtogbl onpepgenenus TpeboBaHun Kk 3awmTte | CosgaH




TpeboBaHW K 3awumTe MHdopMaLnn AMEKTPOHHbIN
MHdopMaLnm Kypc,
pasMeLLleHbI
matepuanbl K
neKuun.
1.6 ®OyHKUMM 1 3adaun 3awmTel | Obwme  nonoxenus.  Metogpl  dopmupoBanust | CosgaH
MHdopMaLnm dyHKUNIA 3aWmThl. Knacchbl 3agad 3aLlMTbl | NEKTPOHHBbIN
WHpopmaumn. OyHkumm  3awmtbl.  CocTodAHMS U | KypC,
YHKUUN CUCTEMbI 3aLLUTbI MHopMaLm pasMeLleHbI
mMaTepuanbsl K
nekumu.
1.7 CrpaTteruun 3awuTbl CtpaTteruun s3awmuTbl UHOpPMaLUN. CosnaH
WHpopmauum ANEKTPOHHbIV
Kypc,
pasMeLLleHbI
matepuanbl K
neKuun.
1.8 Cnocobbl 1 cpeacTea Cnocobbl 1 cpeacTBa 3aWmThl MHOpMaLnn. CosgaH
3aLWmThl MHCpopMauun 3MNEKTPOHHBIN
Kypc,
pasMeLLleHbl
mMaTepuanbsl K
nekumu.
1.9 KpunTorpaduyeckne TpeboBaHus Kk KpunTocMcTEMaM. CospgaH
MeToAb! 3aLMUThbI OcHoBHble anropuTMbl WwWngposanus. Lindposslie 3MNEKTPOHHbIN
WHcpopmauum nognucu. Kypc,
KpunTtorpadguyeckume xeww-gyHKLUUN. pa3mMeLleHbl
KpunTorpadmyeckme reHepatopbl Crly4anHbIX YMCEN. matepuanbl K
O6ecneunBaemas WNPOM CTEMEHDb 3aLLMUTHI. nexkuun.
KpvnToaHanus n aTaku Ha KpUNnTOCUCTEMBI.
Lindpposble BoasiHble 3Haku (LIB3), Bnabl peanusauun,
npakTnyeckme obnacTv NpUMEHEHMUsI.
1.10 | ApxutekTypa cuctem TpeboBaHus k apxutektype C3W. lMoctpoeHne C3W. | Co3gaH
3aWnTbl HopMaLum Anpo cuctembl  3awmTbl  MHopMaumn. Pecypcbl | 9NeKTPOHHBIN
CUCTEMBI 3aLUTbI MHGYOPpMALMK. Kypc,
pasMeLLleHbI
mMaTepuanbsl K
nekunu.
2. NpakTn4yeckne 3aHATUA
3. llabopaTopHble 3aHATUSA
3.1 Kpuntorpadunyeckue 1. MpakTnyeckoe nsyyeHme paboTbl anroputmoB | Co3sgaH
MeToAbl 3auThl 6rI04YHOrO CMMMETPUYHOTO LUINGPOBAHNS. 3MNEKTPOHHBIN
UHdopmaLmm 2. M3yyeHne kpunTorpadmyeckmx reHepaTtopoB | Kypc.
cnyvanHbIX Yncern. PasmeLlueHbl
3. MpakTnyeckoe n3y4yeHue paboTbl | MHOMBMOYAIbHbI
aCMMMETPUYHBIX anropUTMOB LUMPOBAHMSI. e 3ajaHua ans
4. M3yyeHune YaCTOTHbIX XapaKTepUCTKK | BbIMOSTHEHUS
TEKCTOBbIX COOOLLEHMI. nabopaTopHbIX
5. M3yyeHne anropuTmoB cTeraHorpacdudeckoro | pabor.
CKPbITUSI AaHHbLIX B MNPOCTPAHCTBEHHOW W 4aCTOTHOW
obrnactm KOHTEMHepoB (Ha npumepe UMEPOBbLIX
n3obpaxeHun).
6. MpakTuyeckoe  mM3yvyeHMe  MNpUHUUMOB U
METOLOB CTeroaHanusa (Ha npuMepe BU3yarbHOro U
CTaTUCTUYECKOTO cTeroaHanusa uncpoBbIX
n300paXeHun).
13.2. Tembl (pasgenbl) AUCUUMNIUHBI U BUAbI 3aHATUN
Buapl 3aHATUIR (KONWUYECTBO YacoB)
Ne HaumeHoBaHue TeMbl
JNekun CamocTosiTenbHas
n/n (pasgena) gucumnivHbl " MpakTuyeckme | JlabopaTtopHble pa6oTa Bcero
1 | OcHoBbl rocygapCTBEHHOM 8 4 12
MHPOPMAaLIMOHHON NOMUTUKMN U




MHOPMaLIMOHHOWN
©6e3onacHocTn Poccuinckom
depepaumu

2 | NHopmaumoHHas
©e3onacHoCcTb 4 4 8
aBTOMATU3MPOBAHHBIX CUCTEM

3 | MeTtoabl U MOOENWN OLIEHKM
YS3BMMOCTMW MHpopMaLIK

4 | PekomeHaaumm no
MCMNONb30BaHUIO MoaEenen
OLIEHKN YSA3BMMOCTH
WHcpopmaLnm

5 | MeTogpl onpegeneHus
TpeboBaHui1 K 3aLumTe 2 8 10
WHcpopmaLmm

6 | OyHKUMM 1 3aga4un 3aLUThI
MHopMaunn

7 | Ctpaterum 3awmThbl
MHopMaunn

8 | Cnocobbl 1 cpeacTea 3aWuThbI
MHopMaunn

9 | Kpuntorpadguyeckmne metoapl

12 24 24 60
3aLUTLI MHpopMaLK

10 | ApxuTekTypa CUCTEM 3aliuTbl
4 4 8
MHopMaunn

WToro: 48 24 72 144

14. MeTogM4eckue yKkasaHus Ansi 06y4aroLwmxcs N0 OCBOEHUIO AUCLUMIINHDI:

1) Mpw N3y4eHnn QucuUMnnHbI pekoMeHayeTCs UCNosb3oBaTh crieaylolme CpeacTsa:
- peKOMeHyeMY0 OCHOBHYIO U AONONMHUTENBHYO NUTEpPaTypy;

- MeToanYecKMe ykasaHus 1 nocobus;

- KOHTPOIbHbIE 3aaHUs AN 3aKpenneHnst TEOPeTUYECKOro maTepuana;

- 3NEKTPOHHbIE BEPCUM Y4EOHUKOB N METOAMYECKUX YKasaHWi Ans BbiNOSHEeHUst nabopaTopHO -
npakTu4ecknx paboT (Mpu HeOGXOANMOCTM MaTepmarnbl PacchbinarTCs No ANEKTPOHHOM NoyTe).

2) [lns MakcMmanbHOro YCBOEHWUSI ANCUMNIUMHBI peKoMeHAyeTCcs NpoBeAeHNe NMCbMEHHOTO
onpoca (TecTupoBaHue, pelleHne 3aaay) CTyAEeHTOB Mo matepuanam nekumin U npakTu4ecknx
paboT. MoabGopka BOMPOCOB ANSi TECTMPOBAHWS OCYLLECTBNSETCS Ha OCHOBE W3Yy4YeHHOro
TeopeTn4eckoro matepuana.

Takon nogxoa nMO3BOMSAET MOBLICUTL MOTUBALMIO CTyAeHTOB TMpW KOHCNEKTUpoOBaHUN
JIEKUMOHHOIro matepumana.

3) Mpn npoBegeHMn nabopaTopHbIX 3aHATUI obecneyMBaeTCa MakCMmanbHasi CTEMEHb
COOTBETCTBUSA C MaTepuarnioMm NEKLUMOHHbIX 3aHATUA U OCYLLECTBMNSAETCA JKCNepumMeHTanbHas
npoBepka MeTOOO0B, anropuTMOB W TeXHONormi obpaboTkn uHOpMauMu, usnaraembiX B
pamMKax nekuunmn.

4) Mpn nepexoge Ha OUCTAHLUMOHHBLIA PEXMM OOyYeHUs AN CO34aHMSA ANEKTPOHHbIX
KypCcOB, YTEHMSI INEeKUUn OH-NavH W npoBeAeHns nabopaTopHO- NPAKTUYECKUX 3aHATUMN
ucnonb3yeTcsa MHPoOpMaunoHHble pecypcbl Ob6pasoBatenbHOro noprtana "3OneKTPOHHbIV
yHuBepcuteT BI'Y (https:\\edu.vsu.ru), 6asupytoulerocst Ha cucteme UCTaHUNOHHOIO 0ByyYeHus
Moodle, pa3BepHyTON B yHUBEPCUTETE.

15. lMepeyeHb OCHOBHOM U [OOMOJIHUTENILHOW NUTepaTypbl, PECYpPCOB WHTEpPHeT,
Heo6Xx0aMMbIX AN OCBOEHUA AUCLUNNUHbI

a) OCHOBHag nuTeparypa:
| Nen/m | NcTouHmK |




dununnoe, b.U. MHdopmaumoHHas 6e3onacHocTb. OCHOBbI HAAEXHOCTN CPEACTB CBSA3M :
y4ebHuk / B.U. dununnos, O.I'. LUepcTtHeBa. — Mockea ; bepnuH : Qupekt-Megua, 2019. — 241

1
C. : un., Tabn. — Pexxum goctyna: no nognucke. — URL:
https://biblioclub.ru/index.php?page=book&id=499170
BbapaHoBa, EneHa KoHcTaHTUHOBHA. VIHpopMaLmnoHHas 6e30nacHOCTb U 3awuTa
nHdopmaLmm : yuebHoe nocobue : [Ana cTyq., obyyatowmxcsa no Hanpasnenuto "lMpuknagHas
2 nHdopmaTuka"] / E.K. bapaHoBa, A.B. babaw .— 4-e u3g. nepepab. n gon. — Mocksa : PUOP
: MUHOPA-M, 2019 .— 334, [1] c. : un., Tabn. — (Bbicluee obpa3oBaHune) .— bubnuorp.: c. 327-
330.
0) gononHuTenbHasa nuTepartypa:
Ne n/n NcToYHMK
1 SOnemeHTbl TEOpUM YKcen 1 KpuTosalwmTa : yuebHoe nocobue / BopoHex. roc. yH-T; cocT. : B.H.
BopoHekos, A.C. LLeronesaTbix .— Boponex : VML By, 2008 .— 87 c. : un .— bubnuorp.:
c.87
— <URL.:http://www.lib.vsu.ru/elib/texts/method/vsu/m08-95.pdf>.
2 KpunTtorpadgudeckme metoabl 3aLmtbl HOpMaLmm : yuebHoe nocobme ons By3oB /
BopoHex. roc. yH-T; cocT. b.H. BopoHkos .— BopoHex : ML BI'Y, 2008 .— 58 c. :un .—
Bubnwuorp.:

¢.52-58 .— <URL:http://lwww.lib.vsu.ru/elib/texts/method/vsu/m08-17.pdf>.

3 MpnbyHuH B.I'. Uudpposas creraHorpadous / B.I'. 'pnbyHnH, N.H. Okos, M.B. TypuHueB. —
M.: COJIOH-Ipecc, 2002. — 272 c.

4 Teopemuyeckue 0CHO8bI KOMbrOmMepHoU besonacHocmu (y4ebHoe rnocobue 0nsi BY30s) /
[.H. essiHuH [u 0p.]. — M.: Paduo u cessb, 2000 — 192c¢.

B) MH(POPMALMOHHbIE 3NEKTPOHHO-06pa3oBaTenbHble pecypchl (odumumnanbHble pecypcbl MHTEPHET)*:
Ne n/n Pecypc
OneKTPOHHbIN kaTanor HayyHon 6ubnuoTtekn BopoHexckoro rocyaapCTBEHHOMO yHUBepcuTeTa. —

1 https://www.lib.vsu.ru/).
p
> OGpa3zoBaTenbHbI NopTan «ONekTPOHHbIA YHUBepcuteT BIY».— (https://edu.vsu.ru/)
3 — «YHuBepcuteTckasa bubnunoteka online» - Kontpakt Ne 3010-06/05-20 ot 28.12.2020

— «KoHcynbTaHT cTtyaeHTa» - KontpakTt Ne 3010-06/06-20 ot 28.12.2020
— OBC «JlaHb» - KoHTpakT Ne3010-06/03-21 ot 10.03.2021
— «PYKOHT» (UTC KoHTtekctym) - Jorosop AC-208 ot 01.02.2021

16. NMepeyeHb y4e6HO-MeTOAMYECKOrO 06GecneyeHUs Ans caMoCTosATeNIbHOW pa6oThl

Ne n/n NCTOYHMK

1 OcHOBbI MHhOPMAaLMOHHOM Ge30nacHOCTM [SNEKTPOHHbLIN pecypc] : y4eb. nocobue / E.B.
benos, B.IM. Jlock, P.B. Mewepskos, A.A. LLlenynaHos .— M. : lopsiyasa nuHna — Tenekom,
2011 .— 559 c. : un. — ISBN 5-93517-292-5 .— ISBN 978-5-93517-292-5 .— Pexum goctyna:
https://rucont.ru/efd/202786

17. OOpasoBaTesfibHble TEXHOJNIOrMU, MUCNOSib3yeMble Npu peanusaumm y4eOHOM
ANCLUMNIINHBI, BKIOYasa AUCTaHUMOHHble oOpasoBaTenbHble TexHonoruu (OOT,
3neKTpoHHoe obyyeHue (30), cmewaHHoe o6y4YeHue):

[nsa peanusaummn y4ebGHoro npouecca Ncnornb3yTcs:

1 «knueHTckue n cepepHble OC un MO Microsoft B pamkax nognucok <lmagine>. 3-neTHss
nognucka no gorosopy 3010-16/96-18 o1 29.12.2018
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MO Dr. Web Enterprise Security Suite KomnnekcHaa 3awwmta Dr. Web Desktop Security
Suite + LleHTp ynpasneHus Ha 12 mecsues, 1400 MK (Mpoanexne) gorosop 3010-07/01-
19 o1 09.01.19

YHuBepcuTeTckas NMUEH3nst Ha nporpamMmmMHbli kKomnneke ansa 3BM MathWorks MATLAB
Total Academic Headcount - 25 no gorosopy 3010-07/01-19 ot 09.01.19

MO XSpider, nuueH3Mss Ha 16 XxocToB, cepTMdMUMPOBAHHAsA BeEPCUs, akT
npegoctasnenus npas N Pr000778 ot 05.06.2018

JinueHana Ha npaBo wucnonb3oBaHna CK3WM <Kpuntollpo PytokeH CSP>, akT
npegoctasneHus npas N Pr000778 ot 05.06.2018

Akagemmnyeckaa nuueHsns (Ha 5 net) Ha Y4debHO-MeToauYEeCcKM  KOMMMEKC
<[lporpammMHo-annapaTtHaa 3awuta ceten c 3awmton o1 HCLO> B cocTaBe:
MO ViPNet Administrator 4.x - 2 wr., MO ViPNet Coordinator Windows 4.x - 2 wrt., NO
ViPNet Coordinator Linux - 2 wr., MO ViPNet Client 4.x - 20 wrt., MO ViPNet Policy
Manager 4.x - 1 wrt., 1 y3en ynpaenenus Policy Manager - 20 wrt., MO ViPNet
StateWatcher 4.x - 1 wr., 1 y3en moHutopuHra StateWatcher - 20 wr.

Mpn npoBedeHUN 3aHATUA B AOUCTAHLUMOHHOM pexume oOyyYyeHUs UCnonb3yTCH
TEXHUYeCKne N MHopMaunoHHble pecypcbl ObpasoBaTesibHOro noprana "OneKkTPOHHbIN
yHuBepcuteT BIY (https:\\edu.vsu.ru), 6asupyloieroca Ha cUCTeME LUCTaAHLMOHHOIO
oby4yeHnsa Moodle, passepHyToN B yHUBEpCUTETE.

18. MaTepmnanbHO-TeEXHUYECKOE obecneyeHme QUCLUNIINHDI:

1.

MynbTumeagunHas nekunoHHas aygutopus (kopn.1a, ayg. Ne 297), MNK-Intel-G3420,
paboyee MeCTO npenogasaTens: NpPoEeKTop, BMOEOKOMMYTATOP,
cneuunanmaMpoBaHHaa mebenb: gocka menosasa 1 wT., ctonbl 31 WT., CTynbs 64 wWT.;
BbIxo4 B WHTepHeT, goctyn K doHgaM y4yebHO-MeToaAMYEeCcKOW OOKYMEeHTauuu u
3NEKTPOHHbIM N3OaHUAM.

KomnbtoTepHbin knacc (oanH n3 Ne1-4 kopn. 1a, aya. Ne 382-385),INMK-Intel-i3 16 wrT.,
cneunanm3avpoBaHHaa mebenb: gocka mapkepHast 1 wT., ctonbl 16 wT., cTynba 33
WT.; Agoctyn Kk doHaam y4yebHO-MeToONYECKON AOKYMEHTAUUM U INEKTPOHHbLIM
n3gaHnsM, JOCTYN K SNTIEKTPOHHbIM BMBGNNOTEYHbIM cucTEMaMm, Bbixo B IHTEpPHET.

19. OueHou4HbIe cpeacTBa ANsl NPOBeAEHUA TEKYLEeNn U NPOMEXYTOYHOM aTTecTauum

MopsiAok OLEeHKM ocBoeHusi obyvarowmmmncs ydebHoro MaTepuana onpegensieTcs

coaepXXaHmem cnegyrwmx pasgenos AUCUUNITUHBIL

WNHankaTop(bl)
Ne | HanmeHoBaHue pasgena aucLMNInHBI OueHouHble
KomneTeHuunsa(n) OOCTUXEHNsI
n/n (moayns) cpeacTea
KOMMNEeTEeHLMMN
Pasgenbl 1-10
OcHoBbI rocygapCTBEHHON
WHOPMaLIMOHHON NONMUTUKM 1
nHOopMaLnoHHOM BesonacHoCcTH
® pMauy CobecepnoBaHue,
Poccuiickon ®epepauum.
KOHTpOmbHas
MHdopmaumnoHHasi 6e3onacHoCTb
aBTOMATU3MPOBAHHLIX CUCTEM pabora o
1. P ’ MK-3 MK-3.1 COOTBETCTBYIOLLNM
MeToabl 1 MOOENN OLEHKM
pasgenam.
yA3BMMOCTM UHGOpMaLIUK.
JTabopaTtopHble
PekomeHgaLmm no Mcnonb3oBaHUo a60Tb! 1-6
MoAerien OLEeHKN yAa3BUMOCTH P )
WHopmaunn.
MeToabl onpeneneHuns TpeboBaHni K
3awmTe nHdopmauuu.




Ne
n/n

HanmeHoBaHWe pasgena gUCUUnIvHbI
(mopynst)

KomneTteHumsa(n)

NHankaTop(bl)
[OCTUXKEHNS
KOMMNeTEHLUN

OueHoYHble
cpencTtea

PyHKUMM 1 3a4a4m 3aLUNThI
MHdopMaLnu.

CrtpaTteruu 3awutbl MHGOPMaLUK.
Cnocobbl 1 cpeacTea 3aWmThl
WHopmauun.

Kpuntorpaduyeckme metoasl 3aLmThbl
WHopmauuu.

ApXUTEKTYpa CUCTEM 3aLLMUTbI
WMHpopmaLunn.

Pasgenbl 1-10

OcHoBbI rocygapCTBEHHON
MHOPMALIMOHHOW NOSTUTUKK U
WHpOopMaLMOHHOM Be3onacHOCTU
Poccuickon degepaumm.
MHdopmaumnoHHasi 6e3onacHoOCTb
aBTOMAaTU3MPOBAHHbLIX CUCTEM.
MeToabl 1 MOAENU OLEHKHM
Yys13BUMOCTU UHpopmMaLmn.
PekomeHaaumm no ncnosnb30BaHUo
MoAenen OLEeHKN ya3BMMOCTH
WHopmaunn.

MeToabl onpeaenenunsi TpeboBaHWm K
3awmTe nHgopmMmaumu.

PyHKUMM 1 3a4a4M 3aLUNTbI
MHdopMaLnu.

CrtpaTtermu 3awutbl MHGOOPMaLUK.
Cnocobbl 1 cpeacTBa 3alnThl
WHopmaLnK.

KpunTorpaduyeckve metoabl 3aWwuThbl
UHopmaunn.

ApXUTEKTYpa CUCTEM 3aLLMUTbI
WHpopmaunu.

MK-3

MK-3.2

CobecenoBaHue,
KOHTpOmbHas
paboTta no
COOTBETCTBYOLLUM
pasgenam.
JlabopaTtopHble
paboTbl 1-6.

Pasgenbl 1-10

OcHoBbI rocygapCTBEHHON
MHOPMALIMOHHOW NOSTIUTUKK U
WHopMaLnoHHO BGe3onacHOCTH
Poccuitckon degepaumm.
MHdopmaumnoHHast 6e3onacHoCTb
aBTOMaTU3NPOBAHHbLIX CUCTEM.
MeToabl 1 MOOENN OLEHKM
YSAA3BMMOCTUM MHhOpMaLuu.
PekomeHgaLmm no Mcnonb3oBaHUo
mMoaerien OLEeHKN ya3BUMOCTH
WHpopmaunn.

MeToabl onpeaeneHns TpebosaHnn K
3awuTe nHdopmauuu.

DYHKLMM 1 3aga4m 3aLUUTbI
MHdOpMaLn.

CtpaTteruun 3awmnTbl UHOpMaLU.
Cnocobbl 1 cpecTBa 3awuThl
MHdOopMaLnn.

Kpuntorpaduyeckme metofsl 3almThbl
WHopmaunn.

ApXMTEKTYpa CUCTEM 3aLNThI
WHopmaunu.

MK-3

MK-3.3

CobecenoBaHue,
KOHTpOmbHas
paboTta no
COOTBETCTBYOLLUM
pasgenam.
JlabopaTtopHble
paboTbl 1-6.

Pasgenbl 1-10

OcHoBbI rocygapCTBEHHON
WHOPMaLIMOHHON NONMUTUKM U
MHopMaLnoHHO Ge3onacHOCTU
Poccuinckon degepaumm.
MHdopmaumoHHasi 6e3onacHoCTb

MK-4

MK-4.3

CobecepnoBaHue,
KOHTpOsbHas
paboTta no
COOTBETCTBYHIOLLMM
pasgenam.
JlabopatopHble




NHankaTop(bl)

Ne | HammeHoBaHwe pasgena gUCLMNIUHGI OueHoYHble
KomneTteHumsa(n) JOCTUXEHUS
n/n (mopyns) cpeacTea
KoMneTeHuumn
aBTOMaTU3NPOBAHHbLIX CUCTEM. paboTbl 1-6.

MeToabl 1 MOOENN OLEHKM
YS13BUMOCTM UHGOpMaLnK.
PekomeHaaumm no ncnonb30BaHUo
Moaenemn OLEeHKN ySa3BUMOCTH
WHopmaLuu.

MeToabl onpeaeneHuns TpeboBaHui K
3awmTe nHgopmauuu.

DYHKLMM 1 3aga4m 3aLUTbI
MHdopMaLnu.

CrtpaTteruu 3awutbl MHGOPMaLUK.
Cnocobbl 1 cpeacTBa 3alunThl
MHdopMaLnu.

KpunTorpadguyeckme metoabl 3awuThbl
MHdopMaLnu.

ApXUTEKTYpa CUCTEM 3aLLMUTbI
WHopMaLnK.

lMpomexyTouHasa atTecTtaumsi
dopma KOHTpOnsa — 3a4eT

20. TunoBble oOUEHOYHbIE cpeAcTBa UM MeToAMYECKME MaTepuanbl, onpepaensrowue
npoueaypbl oLueHUBaHUS

MpuMepHbIA NepeYeHb NPUMEHSAEMbIX OLLeHOYHbIX CpeaAcTB

Ne HanmeHoBaHue MpeaocraBneHne oLEHOYHOro Kputepumn oueHkn

n/n OLEHOYHOro cpeacTea cpencTea B dooHAae

1 2 3 4

1 YCTHbIN onpoc Bonpockl no Temam/pasgenam Llkana oueHnBaHusA
ONCUUNNNVHBI COOTBETCTBYET NpMBEEHHON B

pasgene 20.2

2 KoHTponbHasa paboTta no | TeopeTnyeckue BONpPOCHI Mo Llkana oueHnBaHusA
pasgenam gucuunnuHel | Temam/pasgenam COOTBETCTBYET NpMBEEHHON B
AVCUMNNUHBI pasgene 20.2
3 JTabopaTopHas paboTa Copepxut 6 nabopaTopHbIX Mpwn ycnewHo BbINOAHEHUN
3ajaHui, paboTbl OCyLlecTBNAETCS AOMNYCK K
npegycmaTpusaroLmnx KOHTpornbHOM paboTe, B
pa3paboTKy u TecTupoBaHue NPOTUBHOM criy4ae obyvatowmimncs
Kpuntorpadmn4eckmx u He JonycKkaeTcs K KOHTPOSbHON
cTeraHorpagun4eckmx paborTe.
anropuTMoB
4 KM npomexxyTouyHom Kaxkgblh KOHTPOMbHO- LLkanbl oueHnBaHUs NpMBeaEHbl B
atTectauuu n3MepuTernbHbIn MaTepuan pasgene 20.2

Ana nposeaeHnNs
NPOMEXYTOYHOW aTTecTauum
BKNtOYaeT 2 Bonpoca Ans
KOHTPOIS 3HAHUIA, YMEHUN U
BrlafleHNn B paMKax OLEHKM
YPOBHS CCHOPMUPOBAHHOCTU
KoMneTeHunn.

20.1. TeKywMi KOHTPOIb yCNeBaeMoCTH



KoHTpornb ycneBaeMocTu No AUCUMNIIMHE OCYLLECTBMAETCS C MOMOLLbLIO CreayoLmMX OLEHOYHbIX
CPEacCTB:

Mpumep 3agaHnAa ANA BbINOJIHEHUA nabopaTtopHoM padboThl
Na6opaTtopHasa paboTta Ne3
«M3yyeHne aCUMMETPUYHBLIX anropuTMOB WK poBaHNA»

Lenb paboTbl:
UN3yyeHue pabombi acuMMempUYHbIX an2opummos wughpoeaHus Ha npumepe anzopumma RSA.
dopma KOHTpONA: om4yém 8 37IeKMPOHHOM 8Ude
KonunyecTtBo OTBeAEHHbLIX ayAUTOPHbIX YacoB: 4
3apaHue:
lNonyyume y npernodasamerns eapuaHm 3adaHusi u Haruwume Kod, peanusyrowul 3adaHHbIl
aneopumm. Cocmasbme om4yém o npodesiaHHoU pabome, 8 KOMopoM ompasume credyrowue MnyHKmMabl:
OO ncnonHUTENA N HOMEP rPYNMbI.
HassaHue n uenb nabopatopHou paboThi.
Homep cBoeroBapuaHTa.
Koa, HanncaHHbIN UCMONHUTENEM.

5. PesynbTatbl paboTbl NporpamMmmei.
Mpumepbl KOHTPOSbHBLIX BOMNPOCOB:

PN

1. Ha 4yem ocHoBbIBaeTCA HageXHOCTb anroputma RSA?

2. Kakne npeobpasoBaHus nexart B OCHOBE KpUMTOCUCTEM C OTKPbITbIM KIFOYOM?
Mpumep BapuaHTa 3agaHus:

MpoBecTn gelwumdpoBaHme TeKkcTa, 3alumgpoBaHHOro anroputmom RSA, Ha oCHOBE N3BECTHOIO
OTKpbITOro Knto4va Kp n wudposaHHoro tekcta C.

Kp = {n=471090785117207; e=12377}
C = 314999112281065205361706341517321987491098667.

OnuncaHne TexHonormm nposeneHnA

OueHka 3HaHMI, YMEHUIN U HABbIKOB, XapakTepuaytowas atanbl GOPMUPOBaAHUS KOMNETEHLUUNA B
pamKax n3y4yeHns AUCUUNinHbI OCYLLIECTBNAETCA B XO4E TEKyLLEN N NPOMEXYTOYHON aTTecTaumn.

Tekywlasa atrectaums NPoOBOANTCS B COOTBETCTBUM C [1oNIOXXEHMEM O TeKyLLen aTTecTaumm
obyyaroLmxca no nporpaMmmam Bbicllero obpasoBaHms BopoHEXCKOro rocyaapcTBeHHOro
yHMBepcuteTa. Tekylas atrectaumsa npoBogmTca B popmax YCTHOro onpoca (MHAnBMAayarnbHbIn Onpoc,
dpoHTanbHasa 6ecefga) U NUCbMEHHbIX paboT (KOHTPONbHbIE, NabopaTopHble paboTsl). Mpu oueHnBaHUM
MOTYT UCNONb30BaTbCS KONMMYECTBEHHbIE UM KaYECTBEHHbIE LUKarbl OLEHOK.

TpeboBaHNA K BbINONHEHMIO 3a4aHUIA (MKW LWKanbl U KpUTEPUM OLLEHUBAHMS)

Mpun oueHnBaHNUN NCNONB3YeTCA KoNMYecTBeHHas Wwkana. Kputepmm oueHnBaHns npMBeaeHol
Bbllle B Tabnuue pasgena 20.2.

20.2. NpomexyToyHaa atrecTtayus

MpomexxyTouyHast aTTecTauusi no  AWCUMMIIMHE OCYLLECTBISIETCH C MOMOLLbI  CIeayHLmX
OLIEHOYHbIX CPEACTB:
MNpuMepHbIN NepevyeHb BOMPOCOB K 3a4eTy

No CopepxaHue
OCHOBbI rocy4apCTBEHHON NHAOPMALIMOHHONM NOMUTUKM U MHGOPMALIMOHHON 6Ge30MacHOCTH
1 Poccuiickon Defepaumm

2 Yrpo3bl MHhopmaunoHHo 6e30nacHOCTM, MOAENW HapyLUNTENen

3 MeToabl 1 MOOENW OLIEHKN YA3BUMOCTHU VIH(*)OpMaLI,I/II/I

4 PekomeHaaL MM no NCcnonb30BaHUO MOZENEN OLEHKN YSI3BUMOCTM MHOpMaLIMK




5 PyHKUMM 1 3a4a4un 3almMTbl MHopMauun

6 MNpeameTHas obnactb Kpuntorpadum

7 ANTOPUTMbI CUMMETPUYHOTO WnpoBaHus, ceTb Pencrensd

8 PeXuMbl BEINONHEHNST anropuTMOB cuMMeTpuyHoro wundgposanusa (ECB, CBC, CFB, OFB)

9 KpvnTocuctembl ¢ OTKPbITbIM KIMHOYOM, OAHOHanpaBneHHble pyHKunn

10 OaHOHanpaBneHHble XaLl-(yHKLMK

11 OnekTpoHHasi NoAnMChb

12 MporpammHble aatymku MNCI yncen

13 MpyHLMNBI paboTbl KPUNTOAHANUTUYECKUX aNrOPUTMOB.

14 MpeomeTHasa obnactb cTeraHorpacum

15 CTeraHorpadpmyeckoe CKpbiTUe JAaHHbIX B MPOCTPAHCTBEHHOM 06nacTn KOHTenHepa
CteraHorpadmnyeckoe CKpbITUE OAHHbIX B YaCTOTHOM 061acTn KOHTENHEpPa, METOAbI

16 KOLMPOBAHWS C pacLUMpPEHEM CrekTpa

17 CTaTucTM4YecKMe u CTPYKTYpPHbIE METOAbI CKPbITUSt MHCbopMaLnm

18 LindpoBble BoasiHble 3HAKM

19 CteroaHanua. BusyanbHbIi, CTaTUCTUYECKUIA, YHUBEPCATbHbIN CTEroaHarnma.

20 ApXWUTEKTYpa cucTeM 3aLmTbl MHAOPMaLMK

21

Obwme Tpe6OBaHI/IFI K MOCTPOEHU0 HaZEeXHOWN CUCTEMbI 3aLMUThI




Mpumep KOHTPONbHO-U3MEpPUTENLHOro MaTepuana
YTBEP>KOAKO
3aBeayowuin kaceagpon TexHonorun o6paboTkm 1 3awmTbl HGOPMaLn
A.A. CuporTa
_ . .2025

HanpaeneHune noarotoBku / cneumanbHocTb 02.03.01 MaTemaTunka 1 KOMNbIOTEPHLIE

HayKku

OucuunnuHa 61.B.08 NHdopmaLmoHHas 6e3onacHOCTb

dopma 0byueHns OQ4yHoe

Bug koHTpons 3ayer

Bup atTectauumn [NpomexyToyHas

KoHTponbHO-n3amepurtenbHbii matepmuan Ne 1

1. PeXuMbl BbINOMHEHNSA anropnutMoB cuMmmeTpudHoro wudgposaHua (ECB, CBC, CFB, OFB).
2. LUndopoBsble BOASIHbIE 3HAKN.

lMpenopasatensb O.WN. HectepoBsckun

OnuncaHne TexHonorum nposegeHuns

[ns oueHVBaHWA pe3ynbTaToB 00yYEHUs Ha 3a4eTe NCNOMb3YTCS Crieayolme cogepKaTenbHble
nokasartenu (hbopmMynmpyeTcsi C y4eTOM KOHKPETHbLIX TpebOoBaHUA AUCUMNINHDI):

1. 3HaHWe TeopPETUYECKNX OCHOB y4eBHOro MaTepuarna, OCHOBHbIX ONPeaeneHnin, NOHATUN 1
NCMoNb3yeMon TEPMUHONOTUN;

2. yMeHue npoBoanTb 060CHOBaHME 1 NpeacTaBlieHNne OCHOBHbIX TEOPETUYECKUX U MPaKTUYECKUX
pe3ynbTaToB (anropMTMOB, METOAMK) C UCMOSIb30BaHMEM MaTeMaTUYECKMX BbIKIAAoK, Brok-cxem,
CTPYKTYPHbIX CXEM W CTaHAAPTHbLIX ONUCAHWUIA K HAM;

3. yMeHue 060CHOBbIBaTL CBOM CYXAEHMS1 U MPOGECCUOHanbHY0 NO3MLMIO MO U3rnaraemMoMy BOMpPOCY;

4. BnageHvne HaBblkaMn NPOrpaMMMPOBaHNS U UCCIEAOBaHUSA KpUNTOrpadmnyecknx anroputmon
00paboTkn MHGOpPMaUMn B paMKax BbIMOMHSAEMbIX JTabOpaTOPHbIX 3a4aHui;

Pa3nunyHble KOMGUHaLUK NepeYnCrieHHbIX NoKasaTenel onpeaensoT KPUTEPUN OLEHMBaHNS
pe3ynbTaTtoB 06y4YeHus1 (ChopMMPOBAHHOCTM KOMMETEHLMIA) HA rOCYAapCTBEHHOM 3K3aMeHe:

- NoporoBbIN (6a30BbIl) ypoBEHb CHOPMMPOBAHHOCTM KOMMNETEHLMNA.

[ins oueHnBaHUsi pe3ynbTaToB 00yYeHMs Ha rocyaapCTBEHHOM 3K3aMeHe ucnosbayeTcs 4-6annbHas
LLKana: «OT/IMYHO», «XOPOLLOY», «YA0BNETBOPUTENBHOY, «HEYAOBNEeTBOPUTENBbHOY. [INa oLeHnBaHUs
pe3ynbTaTtoB 00y4YeHUs1 Ha 3a4eTe UCMONb3yeTCs — 3a4TEHO, HE 3a4TEHO MO pe3ynbTaTam
TECTMPOBAHMUS.

TpeboBaHUs K BbINOMHEHWUIO 3a4aHWUIA, LLKanbl U KPUTEPUM OLLeHUBAHUS

Kputepun oueHnBaHuA KOMNETEeHLMIN U LWKarna OLeHOK (3a4eT)

YpoBeHb
Kputepun oueHnsaHna kKomneTeHUnn chopmMmMpoBaHHOCTHU LLikana oueHok
KoMneTeHuunmn
MonHoe nnn oTHOCUTENbLHO NoNHoe 6e3oWwnboYHoe BasoBbI ypoBEHb 3avet

N3NOXeHne cogepkaHve Bonpoca u3 npeanaraemoro
nepeyHs, oTBETbI Ha BCE AOMOMHUTENbHbIE BOMPOCHI U
BbINOJSTHEHME NporpamMmmbl labopaTopHbIX paboT B MOSTHOM




obbeme.

He 3HaHWe copepxaHus BONPOCOB 13 npeanaraemMoro
nepeYyHst Unu/n He BbIMOJTHEHNE NPOrpaMMbl
nabopaTopHbIX paboT B NOSIHOM obbeme.

HesaveT




	10. Место учебной дисциплины в структуре ООП:
	11. Планируемые результаты обучения по дисциплине/модулю (знания, умения, навыки), соотнесенные с планируемыми результатами освоения образовательной программы (компетенциями) и индикаторами их достижения:

